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Abstract: This paper gives an overview of cloud computing applications including itsV^articular 
characteristics, traits and issues. Cloud Computing models also covering mobile clou^Ld&touting using 
HTML 5 as well as security concerns and fault management are addressed. The partkrt^^ enhancements 
that using mobile internet devices can bring to cloud computing are discussed. T^e ^^erences between 
traditional Cloud Computing, IT Outsourcing , Client-Server, Fixed-line and WSbiTe Cloud Computing 
models are compared. 

Index Terms: Cloud Computing, Mobile Cloud Computing, Fixed-li IT Outsourcing, Client- 

Server, Cloud Applications, Software as a Service (SaaS), Platform A^S^Wice (PaaS), Infrastructure as a 
Service (IaaS). Cj* 

I. Introduction^*, 

Today the use of cloud computing applications is mushiaq^Mrig at an ever increasing rate. But what exactly 
is cloud computing? "Cloud computing is a technologfcAat allows the users to access software applications, 
hardware, storage, computing processes directly flCh^tne web." [i] This is no doubt being helped by the 
prevalence of mobile devices such as smart ph^^Wand tablets with fast internet access using 3G and 4G 
communications links in the form of mobil^douacomputing [2]. These devices have direct, fast and cheap 
links to the internet which makes it easi^l^cXipload and download programs and applications onto the 
internet and on online network storag«^^ices. Often this mobile link provides a superior and faster link 
to the internet cloud than usirje^Vii/d broadband access. This paper describes the various major 
applications of cloud computing aflM^ with its pertinent characteristics. This paper is an extended version 
of the invited keynote papeyW published in the International Conference on Cloud Computing and 
eGovernance - ICCCEG 201^^^^ 

II. Cloud Computing Applications 

Cloud computir^jpplications are intimately linked with mobility of the user, this may involve 
international^fc^^L The user wants a seamless integration of services using multiple devices often from 
multiple lcratapns. The user wants convenience and to carry the minimum amount of hardware. Loss of 
hardwajjf^CTVrage devices may also be an issue. Thus applications that cater for these needs have a special 




appe/f^Ke?urity applications, disaster relief, crowd computing involving social networking [2] are prime 
nfcWtert^s for adoption of mobile cloud computing applications. Both Apple and Google provide cloud 
jlcations, such as Apple s iCloud and Google's mobile email service. 

The adoption of cloud computing has not been as fast as mobile telephony. Khan et a/., [4] mentions that by 
2014 there is expected to be about 1 billion mobile cloud services subscribers, this, however, only represents 
19% of mobile subscribers. The main reason for this slow adoption has been due to security concerns. Fig. 1, 
below illustrates how security concerns can be addressed to provide a very secure cloud computing 
platform. 
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Fig. l. Security Services on Different Layers of 
Cloud Computing [2] 

Many cloud applications also request and send 
location data. This sensitive information of the 
user also needs to be "cloaked" or hidden. This 
can be implemented as an "in-device" service 
[4]. Even though end-to-end security mayjae 
available when utilizing cloud computinj^WieV 
issue of who is responsible for "persooaWli|ta" 
is a very important issue. This is cJ^acVsJed in 
length by Hon et al [5]. 



[5] conclude that an end-to-end 
accountability approach has to be taken. 
Where data is not processed then an 
intermediary role of neither data controller 
nor processor should also be adopted, like 
the action of a host. 

Cloud computing is particularly suited for 
distance e-learning. A comparison between 
the client-server model and the cloud 
computing model is shown in Table 1 [1] 
with regard to this. 

Cloud computing can be offered either as "Sa, 
power and or as PaaS (Platform as a Service)^suc 




|ftware as a Service) such as data storage, computing 
1 a web development platform." [1]. 



Table 2 [6] summarizes the essential Ji^^ir^ments of security, privacy, availability, auditing, flexibility, 
archiving, quality of service and^scA^b^ty. Table 2 was derived from case studies in the domains of 
Government Applications, Large Computations (Business Intelligence Systems), Financial Services, 

Healthcare Applications and (^^ie Entertainments. 

Table 2. Requirements Summary [6] 
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Digital Library Applications are discussed in depth in [7]. [8] discusses using cloud computing to 
implement a distributed geographical information system platform. Table 3 [9] summarizes the main policy 
and applications of cloud computing in large-scale organizations. 



Table 3. Main Policy and Applications of Cloud Computing in Large-scale Organizations [9] 
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icy "Pilot Program of Cloud-Computing Service 
^Urfkovation" demonstrated Beijing's vision and determination 
of pushing forward Cloud-Computing in China, in which 
Beijing, Shanghai, Shenzhen, Hangzhou and Wuxi have been 
chosen as the first wave pilot cities in the program. 
IBM in North Carolina and Tokyo's cloud computing data centres; 

IBM Innovation Center in Beijing, China, the establishment of IBM Greater China Cloud 
Computing Center; 

Electronics Research Institute and Guangdong Dongguan 

Songshan Lake Science and Technology Industrial Park in cooperation to invest in cloud 
computing platform; 

Ali Baba and Nanjing Municipal Government: E-commerce 

cloud computing centre. 
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It should be noted that the idea of cloud computing was proposed jointly back in 2007 by IBM and Google 
[10I. 



Smart Mobile Devices [11] can use sensors that make applications context aware, which reduces user input. 
Mobile Applications can be enhanced with REST (Representative State Transfer) based cloud computing 
technologies to create applications that exceed the capabilities of traditional mobile devices. Combining 
these technologies creates the opportunity to develop a completely new paradigm of consumer software 
applications. 



The need for speed can easily be achieved by adopting the platform of cloud computing. This is reaLj* 
parallel multiple pipelined architecture which is shown in Fig. 2 [12]. 



aUw^^s a 





Cltont 














' Amazon SQSj 1 
Azure Qu*uh 


O 

O 




r o 

J5 
O 
O 
O" 




QUMM 


O 
O 






v 







O 


J 













Fig. 2. Classic Cloud Processing Model [12] 
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Recent advances delivered by HTML 5 are nowtJJakig exploited in 
implementing efficient mobile cloud computirtfa^iplications. Some of 
the features present in HTML 5 are shown in^^ble*4, below. 

Table 4. Contribution of HTML ^♦Feftujes in Dealing with Mobile 
Device's Limitations [13]. vK^^ 
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[14] describes three types of cloud computing: 




s a Service (XaaS). Above the 
ice and Software as a Service. 



"All functions are provided to users in form of services in clouds, tha 
three types of cloud services are Infrastructure as a Service, Platform t 

Co 

Infrastructure as a Service (IaaS): Users will deploy procefSw^, storage systems, network and other 
fundamental computing resources, and run operating systejpi amfl applications software according to their 
own willing. 



Platform as a Service (PaaS): Users write the appl 
by providers, and run it on cloud platform. 



systam al 
pliqfti^jju 



sing programming languages and tools supported 



These three types of cloud 




Software as a Service (SaaS): Software prg*£teSs run programs on cloud computing facility, and users use 
these programs through a variety of thi^Vieht interface by client devices. There are three types of cloud 
application instances corresponded! yA^Jiree types of services: infrastructure for cloud services, platform 
for cloud services and application l^^^pud services." [14] 



ing models may be summarised by Figure 3 below. 



i service 
&nd access to any application) 



► Platform as a service 
(platform for building and deEivenng 
applications) 



Infrastructure as a service 
(on-demand compute/newark/ 
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"A 



Virtu al/phys kal Enfr astru cture 
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Fig. 3. Cloud Computing Model for the Future 
Internet of Services (IoS) [15] 

It is important that for future IaaS cloud 
services, the model is able to both absorb and 
deliver elastic services and workloads. The IaaS 
model "providers must support dynamic service 
provisioning; quality-of-service (QoS) and 
service-level agreement (SLA) negotiations; 
service scalability; service monitoring, billing, 
and payment; and context-aware services." [15] 

With concerns for security ever increasing 
globally, mobile cloud computing for biometric 
applications is a rapidly expanding area of 
application [16]. Fig. 4 shows how important 
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J Pre-Procc i ss i ng ^ 



biometric feature vectors may be extracted and 
processed by parallel cloud computing to 
increase the speed of execution. This is 
important in arriving at a near real-time 
decision in matters of security. 

Fig. 4. Example of Mobile Extracts Feature 
Vector and Offloads Recognition Task to 
Cloud [16] 



to the 



Keeping the data secure requires the use of fast and efficiently generated strong public keys, [l^^^^ribes 
the application of elliptic curve cryptography for securing cloud computing applications throug!^j|e use of 
strong public key encryption to model a secured cloud application platform. 
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[18] offers a novel and extended cloud computing application architecture wmpVhas taken into 
consideration features provided by both IBM and NIST and extended them. This isifcoVn in Fig. 9. 
With the prevalence and adoption of QR codes, it is very important to be able tajtfoeess these in near real- 
time as possible. [19] offers an approach where the QR code has been used a^^yimage while partitioning 
and executing the data as a stream through a mobile cloud computing en\ronment. Fig. 5 shows the 
superior performance in terms of images processed per second if th<^^a^are first partitioned and then 
processed via cloud computing. # 
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Mobile Internet Devices (MID) can 
enhance their limited computational 
power by offloading computational 
tasks onto the cloud. Fig. 6 shows cloud 
computing applied to MID. 



Consumer 
Dataset 



Cloud services can thus provide rich 
functionalities to MIDs by utilising the 
powerful internet connectivity of the mobile 
devices [20]. 

It is important to take into account how faults 
are to be handled. [20] addresses this in cloud 
computing by the adoption of an autonomous 
fault manager module. Fig. 7 shows the use of 
blocks with functionalities of 'identifier', 
'detector' and 'determiner' in the autonomous 
fault manager. 



Fig. 6. Overall Architecture for CC Applied to MID [20] 
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this strategy will reduce potential future technical problems. 



Fig. 7. Architecture for 
Fault Management [20] 

[20] has proposed six 
essential and key 
methods to be adopted 
in the efficient and 
smooth running of CIomcI 
Computing applicaj^HlnsV 
these are: "cap™ing 
commonality i«l^!loud 
service, deVigJi for 
adapts 

archite?lurirfg thin- 
cliejft^^thods to ensure 
oS, monitoring 
ces, and 
utonomous fault 
management." Adopting 



earlier paper [21] published in 2011 




Libraries are also adopting cloud computing to offer their servicg 
Tering medical library services utilizing the cloud. 

[22] discusses "Cloud Libraries" with special emphasis on^j^ cloud computing may be used to implement 
"green libraries" with considerable reductions of carlCh^emissions compared with on-premise delivery 
using three Microsoft Applications (Exchange, SharMjofnland Dynamics CRM). 



[23] discusses the adoption of cloud computin^^T small and medium enterprises in the North East of 
England. Fig. 10, shows the decision mald/^Doints that need to be considered for the adoption of on- 

^Vwa center 




demand computing services. 
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The ability to deliver ever 
increasing bandwidth services will 
require for the foreseeable future 
the adoption of an optical network 
[24]. An example of such a cloud 
network implemented using 
various optical networking 
technologies is shown in Fig. 8, 
below. 

Fig. 8. High bandwidth cloud 
computing applications using 
optical networking [24] 
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Fig. 9. Hassans Cloud Computing Architecture [18]. 
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Table 6, highlights the common elements of cloud 
computing which is applicable to Mobile Cloud 
Computing resources. 

Table 6. Common Elements of Cloud Computing 
Applied to Mobile Cloud Resources [25] 
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Table 7 Requirements for Novel Applications [24] 
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Table 7 shows the requirements for novel applications over cloud computing with pfri 
the important factor of elasticity of resources. 
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[26] compares global IT 
outsourcing with Cloud 
Computing along with the 
evolution of traditional IT 
services. The major findings were 
that the impact of Cloud 
computing on IT outsourcing is 
no doubt significant. Cloud 
computing represents a 
fundamental shift in how 
organizations pay for and access 
IT services. It has created new 
opportunities for IT services 
providers and the outsourcing 
vendors will have to modify 
their strategy to take 
advantage of this new 
computing paradigm. Table 9, 
shows the similarities 
between IT outsourcing and 
Cloud Computing. 
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Table 9. Some Similarities 
between IT Outsourcing and 
Cloud Computing [26] 
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U< Aid s L-rvia- pn ividcrs iuvd to comply OrjraitLzat i( in man y o iLintv ten liave 
vt"it"h the requirements that may restrict specific requirements and. laws about 



llijdi availability is a major concern. 
Hence a reliable eervke is very much 
necessary 



;sl>ni]l In: is1 i i snvid*; sii llw d;i1;i 
valine m i liiH. coumcy. OiKanizations 
are subject to audits and oversights 
which may restrict them from free 
exd laiun: of data from oiu: country to 
another 

Tnir Nlaudards fur huw «mpl kat h nis 
communicate aid control applications, 
that arc in a vendor's Cloud have not 
yet been established 



il:n;i *nvnV]giity 



Table 10. Some Challenges of Cloud Computing 
[26] 

[27] also discusses the current limitations of 
cloud computing such as security, the absence 
of service-level agreements, interoperability 
and lock-in, no scalable storage, latency and 
network limits and performance instabii 
The paper concludes by saying that "the A 
is neither good nor bad." 



Chaid service providers liavc llicir own 
pa'oprtctary standards and switching 
from one Cloud service provider to 
another becomes quite complicated 



abiUj^. 



[28] examines the characteristics o^aranaging 
records in a cloud computing e^wdhment and 
compares these with existmg^|£frvmg models, 
exemplified by the open archival information system (OAIS) reference model. TJj^r^tposed model to 
preserve records is shown in Fig. 11. 



Fig. 11. Information Flow to Preserve Records in Cloud Computing [28] 
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paper has given an overview of the 
quirements to establish cloud 
computing. The main model of mobile 
cloud computing and fixed cloud 
computing have been covered. Services 
and their demands and characteristics to 
ensure a smooth operation over a cloud 
network have also been discussed. Results 
have been reported from the literature 
review. Cloud Computing applications 
have now rapidly matured and stabilized 
to offer many services integrated with the 
mobile communication network. 
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